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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an information recorder, a method for verifying 
authenticity and a recording medium by which a value of evidence of electronic data 
recorded on the recording medium can efficiently be enhanced. 

SOLUTION: A message authentifier generating section 104 generates a message 
authentifier based on media identification information specified to media such as a 
vendor ID, a drive ID and a disk ID stored in a PMA 110a, date and time information 
stored by an internal timer 102, a data recording position and electronic data and 
records the generated message authentifier to a CD-R medium 110 together with the 
electronic data. 
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CLAIMS 



[Claim(s)] 

[Claim 1] In the information recording device which verifies the bona fides of the this 
recorded electronic data while recording electronic data on a predetermined 
information record medium An authentication information calculation means to 
calculate authentication information based on the medium identification information of 
a proper to the information record medium which records electronic data. A record 
means to record the authentication information calculated by said authentication 
information calculation means on an information record medium with said electronic 
data. The information recording device characterized by having a verification means to 
verify the bona fides of said electronic data based on the authentication information 
recorded on said information record medium with said record means. 
[Claim 2] the time check which clocks time — the information record medium with 
which a means is further provided and said authentication information calculation 
means records electronic data — the medium identification information of a proper, 
and said time check — the information recording device according to claim 1 
characterized by calculating said authentication information based on the time 
information which the means clocked. 

[Claim 3] the information record medium with which said authentication information 
calculation means records electronic data at least — the medium identification 
information of a proper, and said time check — the information recording device 
according to claim 2 characterized by having an encryption means to encipher data 
including the time information which the means clocked based on predetermined 
cryptographic algorithm. 

[Claim 4] the information record medium with which said authentication information 
calculation means records electronic data — the medium identification information of 
a proper and said time check — the information recording device according to claim 3 
characterized by to provide further a hash value calculation means calculate the hash 
value corresponding to the authentication data block which consists of the time 
information, the data-logging location, and the electronic data which the means 
clocked, and for said encryption means to encipher the hash value calculated by said 
hash value calculation means based on predetermined cryptographic algorithm. 
[Claim 5] Said encryption means is an information recording device according to claim 
4 characterized by enciphering the hash value calculated by said hash value 
calculation means based on the cryptographic algorithm and the predetermined 
private key of a public-key-encryption system. 

[Claim 6] Said record means is the information recording device of any one publication 



of claim 1-5 characterized by recording the authentication information which said 
authentication information calculation means calculated at least on the sub-code field 
which forms a part of each sector of said information record medium. 
[Claim 7] Said information record medium is the information recording device of any 
one publication of claim 1-6 characterized by being the information record medium of 
the postscript mold which cannot perform deletion and rewriting of electronic data. 
[Claim 8] Said verification means calculates new authentication information based on 
the medium identification information of a proper to the information record medium 
which recorded electronic data. The calculated new authentication information is 
compared with the authentication information recorded on said information record 
medium. The information recording device of any one publication of claim 1-7 
characterized by judging that said electronic data is genuineness when both are in 
agreement, and judging that said electronic data is not genuineness when both are not 
in agreement. 

[Claim 9] Said verification means compares the hash value which calculated and . 
calculated a new hash value based on the medium identification information of a 
proper to the information record medium which recorded electronic data with the hash 
value which decoded the authentication information recorded on said information 
record medium. The information recording device of any one publication of claim 4-7 
characterized by judging that said electronic data is genuineness when both are in 
agreement, and judging that said electronic data is not genuineness when both are not 
in agreement. 

[Claim 10] It is the information recording device according to claim 9 characterized by 
for said encryption means recording the public key which answers the private key of a 
public-key-encryption system on said information record medium, and said 
authentication means decoding the authentication information recorded on said 
information record medium using the public key recorded on said information record 
medium. 

[Claim 1 1] In the bona-fides verification approach of verifying the bona fides of the 
electronic data recorded on the predetermined information record medium The 
authentication information calculation process which calculates authentication 
information based on the medium identification information of a proper to the 
information record medium which records electronic data, The record process which 
records the authentication information calculated in said authentication information 
calculation process on an information record medium with said electronic data, The 
bona-fides verification approach characterized by including the verification process 



which verifies the bona fides of said electronic data based on the authentication 
information recorded on said information record medium in said record process. 
[Claim 12] the information record medium with which said authentication information 
calculation process records electronic data — the medium identification information 
of a proper, and a predetermined time check — the bona-fides verification approach 
according to claim 1 1 characterized by calculating said authentication information 
based on the time information which the means clocked. 

[Claim 1 3] the information record medium with which said authentication information 
calculation process records electronic data at least — the medium identification 
information of a proper, and said time check — the bona-fides verification approach 
according to claim 12 characterized by enciphering data including the time information 
which the means clocked based on predetermined cryptographic algorithm. 
[Claim 14] the information record medium with which said authentication information 
calculation process records electronic data — the medium identification information 
of a proper, and said time check — the bona-fides verification approach according to 
claim 13 characterized by calculating the hash value corresponding to the 
authentication data block which consists of the time information, the data-logging 
location, and electronic data which the means clocked, and enciphering the calculated 
hash value based on predetermined cryptographic algorithm. 
[Claim 15] Said authentication information calculation process is the bona-fides 
verification approach according to claim 14 characterized by enciphering the hash 
value calculated based on the cryptographic algorithm and the predetermined private 
key of a public-key-encryption system. 

[Claim 1 6] Said record process is the bona-fides verification approach of any one 
publication of claim 11-15 characterized by recording the authentication information 
calculated at said authentication information calculation process on the sub-code 
field which forms a part of each sector of said information record medium. 
[Claim 1 7] Said information record medium is the bona-fides verification approach of 
any one publication of claim 11-16 characterized by being the information record 
medium of the postscript mold which cannot perform deletion and rewriting of 
electronic data. 

[Claim 18] Said verification process calculates new authentication information based 
on the medium identification information of a proper to the information record medium 
which recorded electronic data. The calculated new authentication information is 
compared with the authentication information recorded on said information record 
medium. The bona-fides verification approach of any one publication of claim 1 1-17 



characterized by judging that said electronic data is genuineness when both are in 
agreement and judging that said electronic data is not genuineness when both are not 
in agreement. 

[Claim 1 9] Said verification process compares the hash value which calculated and 
calculated a new hash value based on the medium identification information of a 
proper to the information record medium which recorded electronic data with the hash 
value which decoded the authentication information recorded on said information 
record medium. The bona-fides verification approach of any one publication of claim 
14-17 characterized by judging that said electronic data is genuineness when both are 
in agreement and judging that said electronic data is not genuineness when both are 
not in agreement. 

[Claim 20] The bona-fides verification approach according to claim 19 characterized 
by decoding the authentication information which recorded the public key which 
answers the private key of a public-key-encryption system on said information record 
medium in said authentication information calculation process, and was recorded on 
said information record medium using the public key recorded on said information 
record medium at said authentication process. 

[Claim 21] The record medium which is characterized by recording the program which 
makes a computer perform the approach indicated by any one of said the claims 
11 -20 and in which computer reading is possible. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the information recording apparatus, 
the bona-fides verification approach, and record medium which can heighten 
efficiently the sufficiency of evidence of the electronic data especially recorded on 
the record medium about the information recording apparatus, the bona-fides 
verification approach, and record medium which verify the bona fides of the this 
recorded electronic data while recording electronic data on a predetermined 
information record medium. 
[0002] 

[Description of the Prior Art] Conventionally, since electronic data is easy for the 
alteration to eliminate completely and to aim at destruction of evidence easily, this 
electronic data has the low value as a proof, and its certification force is low. For this 
reason, in order to heighten the certification force of this electronic data, it is 
necessary to give a digital signature (digital signature) to electronic data, or to store 
electronic data in the CD-R (compact disc recordable) media which are the storages 
of a postscript mold. 

[0003] Here, this digital signature will make it requirements that (1) signature 
sentence cannot forge by the third person, that (2) signature sentences cannot forge 
by the addressee, and for a transmitting person to be unable to deny the fact of 
having sent (3) signature sentences later, and will transmit the signature sentence 
which signed with the private key which only the transmitting person knows by the 
public-key-encryption system to the other party. For this reason, if this digital 
signature is used, the certification force of electronic data will improve by the 
signature sentence. 

[0004] Moreover, in a postscript mold storage like CD-R. even if it eliminates the 
electronic data recorded on CD-R media or alters, as elimination or rewriting of 
electronic data was made on the file system, it is only dealt with, and former 
electronic data remains in fact. For this reason, if this postscript mold record medium 
is used, since elimination of electronic data cannot be performed, the certification 
force of electronic data will improve. 
[0005] 

[Problem(s) to be Solved by the Invention] However, the above-mentioned digital 
signature is for proving that a certain electronic data is formed by the specific 
transmitting person (signer) to the last, and is not for using this electronic data as a 
proof. For this reason, supposing it transposes the electronic data which has the 



transmitting person (signer) itself to new electronic data, even if it can check the 
justification of new electronic data, the proof nature of electronic data will fall, 
[0006] Moreover, although the electronic data which surely was once written in CD-R 
media is not eliminable in a postscript mold record medium like CD-R. when copying 
the electronic data recorded on this postscript mold record medium to other 
postscript mold record media, not copying that part, then the alteration of substantial 
electronic data cannot be attained, and sufficiency of evidence of electronic data 
cannot be collateralized. 

[0007] For example, five files are recorded on CD-R media, and when one of files 
[ them ] is inconvenient, the CD-R media which deleted the inconvenient file can be 
acquired by copying only four files which excepted the corresponding file to other 
CD-R media. 

[0008] Thus, even if it uses a digital signature and a postscript mold record medium, 
since it is difficult to use electronic data as a proof, it has been a very important 
technical problem how the sufficiency of evidence of this electronic data is 
heightened. 

[0009] This invention is made in view of the above-mentioned problem (technical 
problem), and aims at offering the information recording device, the bona-fides 
verification approach, and record medium which can heighten efficiently the 
sufficiency of evidence of the electronic data recorded on the record medium. 
[0010] 

[Means for Solving the Problem] In order to attain the above-mentioned purpose, the 
information recording device concerning invention of claim 1 In the information 
recording device which verifies the bona fides of the this recorded electronic data 
while recording electronic data on a predetermined information record medium An 
authentication information calculation means to calculate authentication information 
based on the medium identification information of a proper to the information record 
medium which records electronic data, It is characterized by having a record means to 
record the authentication information calculated by said authentication information 
calculation means on an information record medium with said electronic data, and a 
verification means to verify the bona fides of said electronic data based on the 
authentication information recorded on said information record medium with said 
record means. 

[001 1] Since [ according to invention of this claim 1 ] the bona fides of electronic data 
are verified based on the authentication information which recorded the 
authentication information which calculated and calculated authentication information 



based on the medium identification information of a proper to the information record 
medium which records electronic data on the information record medium with said 
electronic data, and was recorded on the information record medium, even if it is the 
case where the copy between information record media is made, the bona fides of 
electronic data are verifiable. 

[0012] moreover, the time check whose information recording apparatus concerning 
invention of claim 2 clocks time — the information record medium with which a means 
is further provided and said authentication information calculation means records 
electronic data — the medium identification information of a proper, and said time 
check — it is characterized by calculating said authentication information based on 
the time information which the means clocked. 

[0013] the information record medium which records electronic data according to 
invention of this claim 2 — the medium identification information of a proper, and a 
time check — since authentication information is calculated based on the time 
information which the means clocked, even if it is the case where a copy is performed 
to a just information record medium, the bona fides of electronic data are verifiable 
with a time stump. 

[0014] moreover, the information record medium with which, as for the information 
recording apparatus concerning invention of claim 3. said authentication information 
calculation means records electronic data at least — the medium identification 
information of a proper, and said time check — it is characterized by having an 
encryption means to encipher data including the time information which the means 
clocked based on predetermined cryptographic algorithm. 

[0015] the information record medium which records electronic data at least 
according to invention of this claim 3 — the medium identification information of a 
proper, and a time check — since [ data including the time information which the 
means clocked ] it enciphers based on predetermined cryptographic algorithm, 
injustice, such as an alteration of authentication information, can be prevented. 
[0016] moreover, the information record medium with which, as for said authentication 
information calculation means, the information recording apparatus concerning 
invention of claim 4 records electronic data — the medium identification information 
of a proper, and said time check — a hash value calculation means calculate the hash 
value corresponding to the authentication data block which consists of the time 
information, the data-logging location, and the electronic data which a means clocked 
provides further, and said encryption means is characterized by to encipher the hash 
value calculated by said hash value calculation means based on predetermined 



cryptographic algorithm. 

[0017] the information record medium which records electronic data according to 
invention of this claim 4 — the medium identification information of a proper, and said 
time check — the hash value corresponding to the authentication data block which 
consists of the time information, the data-logging location, and electronic data which 
the means clocked is calculated, and since [ the calculated hash value ] it enciphers 
based on predetermined cryptographic algorithm, bona fides are verifiable using one 
index of a hash value. 

[0018] Moreover, the information recording device concerning invention of claim 5 is 
characterized by said encryption means enciphering the hash value calculated by said 
hash value calculation means based on the cryptographic algorithm and the 
predetermined private key of a public-key-encryption system. 

[0019] Since [ according to invention of this claim 5 ] a hash value is enciphered 
based on the cryptographic algorithm and the predetermined private key of a 
public-key-encryption system, authentication information can be decoded easily. 
[0020] Moreover, the information recording apparatus concerning invention of claim 6 
is characterized by said record means recording the authentication information which 
said authentication information calculation means calculated at least on the sub-code 
field which forms a part of each sector of said information record medium. 
[0021] The bona fides of electronic data can be verified efficiently, without changing 
the record format concerning an information record medium with the conventional 
thing, since [ according to invention of this claim 6 ] authentication information is 
recorded on the sub-code field which forms a part of each sector of an information 
record medium at least. 

[0022] Moreover, the information recording apparatus concerning invention of claim 7 
is characterized by said information record medium being an information record 
medium of the postscript mold which cannot perform deletion and rewriting of 
electronic data. 

[0023] According to invention of this claim 7, since the information record medium 
was used as the information record medium of the postscript mold which cannot 
perform deletion and rewriting of electronic data, it can prevent grinding of electronic 
data and authentication information, or **** deletion. 

[0024] Moreover, the information recording device concerning invention of claim 8 
Said verification means calculates new authentication information based on the 
medium identification information of a proper to the information record medium which 
recorded electronic data. When the calculated new authentication information is 



compared with the authentication information recorded on said information record 
medium, it judges that said electronic data is genuineness when both are in agreement 
and both are not in agreement it is characterized by judging that said electronic data 
is not genuineness. 

[0025] According to invention of this claim 8. based on the medium identification 
information of a proper, new authentication information is calculated to the 
information record medium which recorded electronic data. When the calculated new 
authentication information was compared with the authentication information 
recorded on the information record medium, it judges that electronic data is 
genuineness when both are in agreement and both are not in agreement since it 
judges that electronic data is not genuineness The bona fides of electronic data can 
be verified efficiently, without being accompanied by decode processing of 
authentication information. 

[0026] Moreover, the information recording device concerning invention of claim 9 
Said verification means compares the hash value which calculated and calculated a 
new hash value based on the medium identification information of a proper to the 
information record medium which recorded electronic data with the hash value which 
decoded the authentication information recorded on said information record medium. 
When it judges that said electronic data is genuineness when both are in agreement 
and both are not in agreement it is characterized by judging that said electronic data 
is not genuineness. 

[0027] According to invention of this claim 9. the hash value which calculated and 
calculated a new hash value based on the medium identification information of a 
proper to the information record medium which recorded electronic data is compared 
with the hash value which decoded the authentication information recorded on the 
information record medium. When it judges that electronic data is genuineness when 
both are in agreement and both are not in agreement since it judges that electronic 
data is not genuineness, the bona fides of electronic data are efficiently verifiable 
using the index of a hash value. 

[0028] Moreover, it is characterized by decoding the authentication information which 
recorded the public key with which said encryption means answers the private key of 
a public-key-encryption system in the information recording device concerning 
invention of claim 10 on said information record medium using the public key which 
recorded said authentication means on said information record medium by recording 
on said information record medium. 

[0029] Since [ according to invention of this claim 10 ] the authentication information 



recorded on the information record medium using the public key which recorded the 
public key which answers the private key of a public-key-encryption system on the 
information record medium, and was recorded on the information record medium is 
decoded, it can decode and have authentication information efficiently using a public 
key. and the bona fides of electronic data can be verified efficiently. 
[0030] Moreover, the bona-fides verification approach concerning invention of claim 
1 1 In the bona-fides verification approach of verifying the bona fides of the electronic 
data recorded on the predetermined information record medium The authentication 
information calculation process which calculates authentication information based on 
the medium identification information of a proper to the information record medium 
which records electronic data. It is characterized by including the record process 
which records the authentication information calculated in said authentication 
information calculation process on an information record medium with said electronic 
data, and the verification process which verifies the bona fides of said electronic data 
based on the authentication information recorded on said information record medium 
in said record process. 

[0031] Since [ according to invention of this claim 11 ] the bona fides of electronic 
data are verified based on the authentication information which recorded the 
authentication information which calculated and calculated authentication information 
based on the medium identification information of a proper to the information record 
medium which records electronic data on the information record medium with said 
electronic data, and was recorded on the information record medium, even if it is the 
case where the copy between information record media is made, the bona fides of 
electronic data are verifiable. 

[0032] moreover, the information record medium with which, as for said authentication 
information calculation process, the bona-fides verification approach concerning 
invention of claim 12 records electronic data — the medium identification information 
of a proper, and a predetermined time check — it is characterized by calculating said 
authentication information based on the time information which the means clocked. 
[0033] the information record medium which records electronic data according to 
invention of this claim 1 2 — the medium identification information of a proper, and a 
time check — since authentication information is calculated based on the time 
information which the means clocked, even if it is the case where a copy is performed 
to a just information record medium, the bona fides of electronic data are verifiable 
with a time stump. 

[0034] moreover, the information record medium with which, as for the bona-fides 



verification approach concerning invention of claim 13, said authentication information 
calculation process records electronic data at least — the medium identification 
information of a proper, and said time check — it is characterized by enciphering data 
including the time information which the means clocked based on predetermined 
cryptographic algorithm. 

[0035] the information record medium which records electronic data at least 
according to invention of this claim 13 — the medium identification information of a 
proper, and a time check — since [ data including the time information which the 
means clocked ] it enciphers based on predetermined cryptographic algorithm, 
injustice, such as an alteration of authentication information, can be prevented. 
[0036] moreover, the information record medium with which, as for said authentication 
information calculation process, the bona-fides verification approach concerning 
invention of claim 14 records electronic data — the medium identification information 
of a proper, and said time check ~ it is characterized by to calculate the hash value 
corresponding to the authentication data block which consists of the time information, 
the data-logging location, and electronic data which the means clocked, and to 
encipher the calculated hash value based on predetermined cryptographic algorithm. 
[0037] the information record medium which records electronic data according to 
invention of this claim 14 — the medium identification information of a proper, and 
said time check — the hash value corresponding to the authentication data block 
which consists of the time information, the data-logging location, and electronic data 
which the means clocked is calculated, and since [ the calculated hash value ] it 
enciphers based on predetermined cryptographic algorithm, bona fides are verifiable 
using one index of a hash value. 

[0038] Moreover, the bona-fides verification approach concerning invention of claim 

15 is characterized by said authentication information calculation process enciphering 
the hash value calculated based on the cryptographic algorithm and the 
predetermined private key of a public-key-encryption system. 

[0039] Since [ according to invention of this claim 15 ] a hash value is enciphered 
based on the cryptographic algorithm and the predetermined private key of a 
public-key-encryption system, authentication information can be decoded easily. 
[0040] Moreover, the bona-fides verification approach concerning invention of claim 

16 is characterized by said record process recording the authentication information 
calculated at said authentication information calculation process on the sub-code 
field which forms a part of each sector of said information record medium. 

[0041] The bona fides of electronic data can be verified efficiently, without changing 



the record format concerning an information record medium with the conventional 
thing, since [ according to invention of this claim 1 6 ] authentication information is 
recorded on the sub-code field which forms a part of each sector of an information 
record medium at least. 

[0042] Moreover the bona-fides verification approach concerning invention of claim 

17 is characterized by said information record medium being an information record 
medium of the postscript mold which cannot perform deletion and rewriting of 
electronic data. 

[0043] According to invention of this claim 17, since the information record medium 
was used as the information record medium of the postscript mold which cannot 
perform deletion and rewriting of electronic data, it can prevent grinding of electronic 
data and authentication information, or **** deletion. 

[0044] Moreover, the bona-fides verification approach concerning invention of claim 

18 Said verification process calculates new authentication information based on the 
medium identification information of a proper to the information record medium which 
recorded electronic data. When the calculated new authentication information is 
compared with the authentication information recorded on said information record 
medium, it judges that said electronic data is genuineness when both are in agreement 
and both are not in agreement, it is characterized by judging that said electronic data 
is not genuineness. 

[0045] According to invention of this claim 18. based on the medium identification 
information of a proper, new authentication information is calculated to the 
information record medium which recorded electronic data. When the calculated new 
authentication information was compared with the authentication information 
recorded on the information record medium, it judges that electronic data is 
genuineness when both are in agreement, and both are not in agreement since it 
judges that electronic data is not genuineness The bona fides of electronic data can 
be verified efficiently, without being accompanied by decode processing of 
authentication information. 

[0046] Moreover, the bona-fides verification approach concerning invention of claim 

19 Said verification process compares the hash value which calculated and calculated 
a new hash value based on the medium identification information of a proper to the 
information record medium which recorded electronic data with the hash value which 
decoded the authentication information recorded on said information record medium. 
When it judges that said electronic data is genuineness when both are in agreement, 
and both are not in agreement, it is characterized by judging that said electronic data 



is not genuineness. 

[0047] According to invention of this claim 1 9. the hash value which calculated and 
calculated a new hash value based on the medium identification information of a 
proper to the information record medium which recorded electronic data is compared 
with the hash value which decoded the authentication information recorded on the 
information record medium. When it judges that electronic data is genuineness when 
both are in agreement, and both are not in agreement, since it judges that electronic 
data is not genuineness, the bona fides of electronic data are efficiently verifiable 
using the index of a hash value. 

[0048] Moreover, the bona-fides verification approach concerning invention of claim 
20 is characterized by decoding the authentication information which recorded the 
public key which answers the private key of a public-key-encryption system on said 
information record medium, and was recorded on said information record medium at 
said authentication process using the public key recorded on said information record 
medium in said authentication information calculation process. 

[0049] Since [ according to invention of this claim 20 ] the authentication information 
recorded on the information record medium using the public key which recorded the 
public key which answers the private key of a public-key-encryption system on the 
information record medium, and was recorded on the information record medium is 
decoded, it can decode and have authentication information efficiently using a public 
key, and the bona fides of eFectronic data can be verified efficiently. 
[0050] Moreover, the record medium concerning invention of claim 21 is having 
recorded the program which makes a computer perform the approach indicated by any 
one of said the claims 1 1-20, and machine reading of the program becomes possible, 
and it can realize actuation of claims 1 1-20 by computer this. 
[0051] 

[Embodiment of the Invention] The gestalt of suitable operation of the record medium 
which recorded the program which makes a computer perform the information 
recording device applied to this invention with reference to an accompanying drawing 
below, the information record approach, and its approach and in which computer 
reading is possible is explained to a detail. In addition, the gestalt of this operation 
explains the case where a CD-R drive is used as an information recording apparatus. 
[0052] Drawing 1 is the functional block diagram showing the equipment configuration 
of the information recording apparatus used with the gestalt of this operation. The 
information recording apparatus 100 shown in drawing 1 heightens the sufficiency of 
evidence of the electronic data recorded on CD-R media by recording the message 



authentication child who calculated and calculated the message authentication child 
based on the start-address value and day entry of electronic data in the media 
identification information () vendor ID of a media proper and Drive ID which were 
recorded on PMA(Program Memory Area)1 10a of the CD-R media 110, and the disk ID 
list on the CD-R media 1 10 with electronic data. 

[0053] As shown in this drawing, this information recording apparatus 100 consists of 
the CD-R media R/W section 101, an internal timer 102, the cryptographic key 
Records Department 103, the message authentication child creation section 104, and 
a control section 105. 

[0054] The CD-R media R/W section 101 is the processing section which performs 
writing of the electronic data to the CD-R media 110, and read-out of the electronic 
data from the CD-R media 110. Although this CD-R media R/W section 101 can write 
in electronic data in postscript to the CD-R media 1 10, it cannot delete the electronic 
data already written in the CD-R media 1 1 0. 

[0055] An internal timer 102 always carries out counting of the time information, and 
is the processing section which outputs the time information which carried out 
counting to the message authentication section 104 and a control section 105 
according to the demand from a control section 105. 

[0056] The cryptographic key storage section 103 is the storage section which 
memorizes the secret cryptographic key corresponding to cryptographic algorithm, for 
example, when adopting conventional encryption systems, such as a DES (Data 
Encryption Standard) code, it memorizes the private key, and when adopting public 
key cryptosystems, such as a RSA (Rivest-Shamir-Adleman) code, it memorizes not 
a public key but a private key. 

[0057] In addition, it is necessary to process the cryptographic key memorized in this 
cryptographic key storage section 103 so that it cannot read from the exterior. The 
message authentication child who creates the reason using this cryptographic key is 
for verifying the bona fides of electronic data, and it is because it is what only a just 
user should use. 

[0058] The message authentication child creation section 104 is the processing 
section which creates the message authentication child for writing in the CD-R media 
1 10 with electronic data, and has hash value calculation section 104a and encryption 
processing section 104b. 

[0059] Here, this hash value calculation section 104a is the processing section which 
calculates a hash value with the application of predetermined hash algorithms, such as 
SHA-1 and MD5, to the data (henceforth an "authentication data block") which added 



the start-address value and day entry of Vendor ID. Drive ID. Disk ID. and electronic 
data to the electronic data recorded on the CD-R media 110. 

[0060] Moreover, encryption processing section 104b is the processing section 
enciphered with the application of predetermined cryptographic algorithm to the hash 
value which hash value calculation section 104a calculated using the cryptographic 
key memorized in the cryptographic key storage section 103. In addition, as this 
cryptographic algorithm, common use cryptosystems. such as a DES code, and 
public-key-encryption systems, such as RSA, can be used. 

[0061] A control section 105 is a control section which performs control by the whole 
information recording apparatus 100, and when recording electronic data on the CD-R 
media 110, it stores in the CD-R media 110 the message authentication child who 
created using the above-mentioned message authentication child creation section 
104 with electronic data. In addition, when electronic data is already recorded on the 
CD-R media 1 10. the bona fides of this electronic data are verified according to the 
procedure mentioned later. 

[0062] Next, the data-logging concept with which the information recording apparatus 
100 shown In drawing 1 records electronic data on the CD-R media 100 is explained. 
Drawing 2 is drawing showing an example of the DS of the record data which the 
information recording apparatus 100 shown in drawing 1 records on the CD-R media 
110. 

[0063] As shown in drawing 2 . one sector is formed of the electronic data 201 which 
actually records the usual CD-R media, and the sub-code 202 which records the 
control information concerning the electronic data 201. In addition, it becomes this 
sub-code 202 from the field and the reserve field 203 which record the address, copy 
information, a traffic type, etc. 

[0064] For this reason, in the information recording apparatus 100 concerning this 
invention, message authentication child 203a which the message authentication child 
creation section 1 04 created, and time information 203b used for the creation time of 
this message authentication child 203a are stored in the above-mentioned reserve 
field 203. 

[0065] Thus, in this information recording apparatus 100, since message 
authentication child 203a created using the information on the proper of the CD-R 
media 1 10 is stored in the CD-R media 1 10 with electronic data 201. the sufficiency of 
evidence of electronic data 201 can be heightened. 

[0066] Next, the creation concept of the message authentication child by the 
message authentication child creation section 104 shown in drawing 1 is explained 



concretely. Drawing 3 is drawing showing the creation concept of the message 
authentication child by the message authentication child creation section 104 shown 
in drawing 1 . 

[0067] As shown in drawing 3 , in this message authentication child creation section 
104 The vendor ID 301 of a media proper and Drive ID 302 which were recorded on 
PMAIlOa of the CD-R media 110, and a disk ID 303 With the application of a 
predetermined hash algorithm, a hash value 307 is calculated to the authentication 
data block which added a start address 304 and the time information 305 to electronic 
data 306. A hash value 307 is enciphered using the cryptographic key 308 and the 
predetermined cryptographic algorithm which were memorized in the cryptographic 
key storage section 103, and the message authentication child 309 is created. 
[0068] For example, when using public-key-encryption systems, such as RSA, the 
private key is memorized in the cryptographic key storage section 103, and a hash 
value 307 will be enciphered using this private key. In addition, the public key in this 
case may be memorized on the CD-R media 110. It is because a open cryptosystem is 
a cryptosystem which cannot derive a private key from a public key. 
[0069] Thus, in this message authentication child creation section 104, since the 
message authentication child 309 is created based on the vendor ID 301 of the media 
proper acquired from surely written-in PMAIIOa. drive ID 302, a disk ID 303. etc. 
when a CD-R drive usually formats the CD-R media 1 1 0. the CD-R media 1 1 0 can be 
specified as a meaning by this message authentication child 309. For this reason, even 
if it is the case where the partial copy of the electronic data is carried out between 
CD-R media, genuineness [ electronic data ] is verifiable using this message 
authentication child 309. 

[0070] In addition, when the vendor ID 301 recorded on PMA1 10a, drive ID 302. and a 
disk ID 303 differ from the thing of the CD-R media which record electronic data, it 
can respond by adding this vendor ID 301. drive ID 302. and a disk ID 303 to the 
authentication data block of the CD-R media which stop record of electronic data or 
record electronic data. 

[0071] Next, the verification procedure of the bona fides of the electronic data using 
this message authentication child is explained. Drawing 4 is a flow chart which shows 
the verification procedure of the bona fides of the electronic data using the message 
authentication child by the control section 105 shown in drawing 1 . In addition, 
electronic data shall already be stored in CD-R media with the message 
authentication child here. 

[0072] As shown in drawing 4 , first, the information recording apparatus 100 removes 



Vendor ID. Drive ID, and Disk ID from PDAIlOa of the CD-R media 110 (step S401), 
and takes out the corresponding electronic data, its message authentication child, and 
a day entry. 

[0073] And with the application of a hash algorithm, a hash value is calculated to the 
data which consist of electronic data, Vendor ID, Drive ID, Disk ID, a start address, 
and a day entry (step S402), this hash value is enciphered and a message 
authentication child is calculated (step S403). 

[0074] Then, the message authentication child who recorded on the calculated 
sub-code section of a message authentication child and the CD-R media 110 is 
compared (step S404), when both are in agreement, it is judged as that (Step S405 
Affirmation) and whose electronic data are genuineness (step S406), and in not being 
in agreement, it judges that (step S405 negation) and electronic data are not intrinsic 
things (step S407). 

[0075] Thus, also when verifying the bona fides of electronic data, the bona fides of 
electronic data can be verified by comparing with the message authentication child 
who recorded the message authentication child who created and created the message 
authentication child using the vendor ID memorized to PMAIlOa like the case where 
electronic data is recorded on the sub-code section of the CD-R media 1 1 0. 
[0076] In addition, when verifying the bona fides of electronic data, a message 
authentication child cannot be created like the case where electronic data is recorded, 
but the message authentication child recorded on the sub-code section can be 
decoded, and the bona fides of electronic data can also be verified by whether the 
decode result is in agreement with a hash value. Since a message authentication child 
is decoded using the public key memorized to the CD-R media 1 10 and It can collate 
with a hash value, when encryption processing section 1 04b is using the algorithm of a 
public-key-encryption system especially, even if it does not know the cryptographic 
key used for a message authentication child's generation, the bona fides of data are 
simply verifiable. 

[0077] Since it constituted from a gestalt of this operation so that the message 
authentication child who created and created the message authentication child based 
on the media identification information of media propers, such as Vendor ID, Drive ID, 
and Disk ID, might be recorded with electronic data as mentioned above, the unjust 
alteration which copies electronic data to other media can be prevented. That is, 
since PMA of the media proper supplied from the drive vendor of normal cannot be 
copied even if it copies the data on CD-R media to other media as it is, the bona fides 
of the electronic data by the message authentication child are verifiable. 



[0078] Moreover, since not only media identification information but a day entry is 
considered, a message authentication child is created and a time stump becomes new 
even if it is the case where media identification information reproduces to right CD-R 
media even if, the bona fides of the electronic data by the message authentication 
child are verifiable. 

[0079] In addition, with the gestalt of this operation, what it should be careful of here 
is verifying the bona fides of electronic data to the last and is in the point of having 
not denied creation of backup. When a backup medium is created beforehand, though 
natural, a message authentication child's adjustment cannot be taken, but it is 
recognized, if electronic data is not necessarily inaccurate and sufficiency of evidence 
is inferior immediately with this, 

[0080] In other words, it is sufficient to create the duplicate which has the same 
contents as the CD-R media of the original using this information recording apparatus 
100 if CD-R media are copied like the usual procedure. In addition, media identification 
information (Vendor ID. Drive ID, and Disk ID) can also be recorded on the sub-code 
section, and it is desirable to use the cryptographic algorithm of a 
public-key-encryption system in that case so that the justification of a copy can be 
verified at a copy place in this case. 

[0081] In addition, although the gestalt of the above-mentioned implementation 
showed the case where a message authentication child was created about all sectors, 
respectively, this invention is not limited to this and can also create a message 
authentication child for two or more sectors of every. In this case, while recording the 
information which shows the message authentication child for what sector it is on the 
reserve field of a sub-code, in case a message authentication child is calculated, it is 
necessary to gather the electronic data for two or more sectors as one electronic 
data. 
[0082] 

[Effect of the Invention] As explained above, according to invention of claim 1 , based 
on the medium identification information of a proper, authentication information is 
calculated to the information record medium which records electronic data. Since it 
constituted so that the bona fides of electronic data might be verified based on the 
authentication information which recorded the calculated authentication information 
on the information record medium with said electronic data, and was recorded on the 
information record medium Even if it is the case where the copy between information 
record media is made, the effectiveness that the information recording device which 
can verify the bona fides of electronic data is obtained is done so. 



[0083] moreover, the information record medium which records electronic data 
according to invention of claim 2 — the medium identification information of a proper, 
and a time check — since it constituted so that authentication information might be 
calculated based on the time information which the means clocked, even if it is the 
case where a copy is performed to a just information record medium, the 
effectiveness that the information recording device which can verify the bona fides of 
electronic data with a time stump is obtained is done so. 

[0084] moreover, the information record medium which records electronic data at 
least according to invention of claim 3 — the medium identification information of a 
proper, and a time check — since it constituted so that data including the time 
information which the means clocked might be enciphered based on predetermined 
cryptographic algorithm, the effectiveness that the information recording device 
which can prevent injustice, such as an alteration of authentication information, is 
obtained is done so. 

[0085] moreover, the information record medium which records electronic data 
according to invention of claim 4 — the medium identification Information of a proper, 
and said time check — the hash value corresponding to the authentication data block 
which consists of the time Information, the data-logging location, and the electronic 
data which the means clocked calculates, and since it constituted so that the 
calculated hash value may encipher based on predetermined cryptographic algorithm, 
the effectiveness that the Information recording device which can verify bona fides 
using one index of a hash value is obtained does so. 

[0086] Moreover, since according to Invention of claim 5 It constituted so that a hash 
value might be enciphered based on the cryptographic algorithm and the 
predetermined private key of a public-key-encryption system, the effectiveness that 
the information recording device which can decode authentication Information easily 
is obtained is done so. 

[0087] Moreover, the effectiveness that the information recording device which can 
verify the bona fides of electronic data efficiently is obtained is done so, without 
changing the record format concerning an information record medium with the 
conventional thing, since according to invention of claim 6 it constituted so that 
authentication information might be recorded on the sub-code field which forms a 
part of each sector of an information record medium at least. 

[0088] Moreover, according to invention of claim 7. since it constituted so that it 
might consider as the information record medium of the postscript mold which cannot 
perform deletion and rewriting of electronic data, an Information record medium does 



so the effectiveness that grinding of electronic data and authentication information or 
the information recording device which can prevent **** deletion is obtained. 
[0089] Moreover, according to invention of claim 8. based on the medium identification 
information of a proper, new authentication information is calculated to the 
information record medium which recorded electronic data. Since it constituted so 
that it might judge that electronic data is not genuineness when the calculated new 
authentication information was compared with the authentication information 
recorded on the information record medium, it judged that electronic data is 
genuineness when both are in agreement, and both were not in agreement The 
effectiveness that the information recording device which can verify the bona fides of 
electronic data efficiently is obtained is done so, without being accompanied by 
decode processing of authentication information. 

[0090] Moreover, according to invention of claim 9, the hash value which calculated 
and calculated a new hash value based on the medium identification information of a 
proper to the information record medium which recorded electronic data is compared 
with the hash value which decoded the authentication information recorded on the 
information record medium. Since it constituted so that it might judge that electronic 
data is not genuineness when it judged that electronic data is genuineness when both 
are in agreement, and both were not in agreement The effectiveness that the 
information recording device which can verify the bona fides of electronic data 
efficiently using the index of a hash value is obtained is done so. 
[0091] Moreover, since it constituted according to invention of claim 10 so that the 
authentication information recorded on the information record medium using the 
public key which recorded the public key which answers the private key of a 
public-key-encryption system on the information record medium, and was recorded 
on the information record medium might be decoded, the effectiveness that the 
information recording device which can decode and have authentication information 
efficiently using a public key, and can verify the bona fides of electronic data 
efficiently is obtained does so. 

[0092] Moreover, according to invention of claim 11, based on the medium 
identification information of a proper, authentication information is calculated to the 
information record medium which records electronic data. Since it constituted so that 
the bona fides of electronic data might be verified based on the authentication 
information which recorded the calculated authentication information on the 
information record medium with said electronic data, and was recorded on the 
information record medium Even if it is the case where the copy between information 



record media is made, the effectiveness that the bona-fides verification approach 
that the bona fides of electronic data are verifiable is acquired is done so, 
[0093] moreover, the information record medium which records electronic data 
according to invention of claim 12 — the medium identification information of a proper, 
and a time check — since it constituted so that authentication information might be 
calculated based on the time information which the means clocked, even if it is the 
case where a copy is performed to a just information record medium, the 
effectiveness that the bona-fides verification approach that the bona fides of 
electronic data are verifiable with a time stump is acquired is done so. 
[0094] moreover, the information record medium which records electronic data at 
least according to invention of claim 13 — the medium identification information of a 
proper, and a time check — since it constituted so that data including the time 
information which the means clocked might be enciphered based on predetermined 
cryptographic algorithm, the effectiveness that the bona-fides verification approach 
that injustice, such as an alteration of authentication information, can be prevented is 
acquired is done so. 

[0095] moreover, the information record medium which records electronic data 
according to invention of claim 14 — the medium identification information of a proper, 
and said time check — the hash value corresponding to the authentication data block 
which consists of the time information, the data-logging location, and the electronic 
data which the means clocked calculates, and since it constituted so that the 
calculated hash value may encipher based on predetermined cryptographic algorithm, 
the effectiveness that the bona-fides verification approach that bona fides are 
verifiable using one index of a hash value is acquired does so. 

[0096] Moreover, since according to invention of claim 15 it constituted so that a hash 
value might be enciphered based on the cryptographic algorithm and the 
predetermined private key of a public-key-encryption system, the effectiveness that 
the information record medium which can decode authentication information easily is 
obtained is done so. 

[0097] Moreover, the effectiveness that the information record medium which can 
verify the bona fides of electronic data efficiently is obtained is done so, without 
changing the record format concerning an information record medium with the 
conventional thing, since according to invention of claim 16 it constituted so that 
authentication information might be recorded on the sub-code field which forms a 
part of each sector of an information record medium at least. 

[0098] Moreover, according to invention of claim 1 7, since it constituted so that it 



might consider as the information record medium of the postscript mold which cannot 
perform deletion and rewriting of electronic data, an information record medium does 
so the effectiveness that grinding of electronic data and authentication information or 
the bona-fides verification approach that **** deletion can be prevented is acquired. 
[0099] Moreover, according to invention of claim 18. based on the medium 
identification information of a proper, new authentication information is calculated to 
the information record medium which recorded electronic data. Since it constituted so 
that it might judge that electronic data is not genuineness when the calculated new 
authentication information was compared with the authentication information 
recorded on the information record medium, it judged that electronic data is 
genuineness when both are in agreement, and both were not in agreement The 
effectiveness that the bona-fides verification approach that the bona fides of 
electronic data are efficiently verifiable is acquired is done so, without being 
accompanied by decode processing of authentication information. 
[0100] Moreover, according to invention of claim 19, based on the medium 
identification information of a proper, a new hash value is calculated to the information 
record medium which recorded electronic data. The calculated hash value is 
compared with the hash value which decoded the authentication information recorded 
on the information record medium. Since it constituted so that it might judge that 
electronic data is not genuineness when it judged that electronic data is genuineness 
when both are in agreement, and both were not in agreement The effectiveness that 
the bona-fides verification approach that the bona fides of electronic data are 
efficiently verifiable using the index of a hash value is acquired is done so. 
[0101] Moreover, since according to invention of claim 20 it constituted so that the 
authentication information recorded on the information record medium using the 
public key which recorded the public key which answers the private key of a 
public-key-encryption system on the information record medium, and was recorded 
on the information record medium might be decoded, the effectiveness that the 
bona-fides verification approach that it can decode and have authentication 
information efficiently using a public key, and the bona fides of electronic data can be 
verified efficiently is acquired is done so. 

[0102] Moreover, the record medium concerning invention of claim 21 is having 
recorded the program which makes a computer perform the approach indicated by any 
one of said the claims 1 1-20, and machine reading of the program becomes possible, 
and it can realize actuation of claims 1 1-20 by computer this. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the functional block diagram showing the equipment configuration of 
the information recording apparatus concerning the gestalt of this operation. 
[Drawing 2] The information recording apparatus shown in drawing 1 is drawing 
showing an example of the DS of the record data recorded on CD-R media. 
[Drawing 3] It is drawing showing the creation concept of the message authentication 
child by the message authentication child creation section shown in drawing 1 . 
[Drawing 4] It is the flow chart which shows the verification procedure of the bona 
fides of the electronic data using the message authentication child by the control 
section shown in drawing 1 . 
[Description of Notations] 

1 00 Information Recording Device 

101 CD-R Media 

102 Internal Timer 

103 Cryptographic Key Storage Section 

104 Message Authentication Child Creation Section 
104a Hash value calculation section 

104b Encryption processing section 

105 Control Section 
110 CD-R Media 
110a PMA 



201 Electronic Data 

202 Sub-code Section 

203 Reserve Field 
203a Time information 

203b Message authentication child 

301 Vendor ID 

302 Drive ID 

303 Disk ID 

304 Start Address 

305 Time Information 

306 Electronic Data 

307 Hash Value 

308 Cryptographic Key 

309 Message Authentication Child 
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(4) 

5 

too 1 1] (low^ai ©^B^tcintf, M^x-^J? 

xmumm^mmu nmbtzmummmBm^y'- lo 
i: i: t izmmtEmmmztEmt. mmtEmmmam 

[0 0 12] ffc. w«^2cDfta^(c^^itigieisgi 

mticm-^\^^x'msEmm.mm^mmt^^t^^Wit-r 20 
[0 0 13] comMmzo^micji^rni. 

[0 0 14] ^tz. mM^2(DmmmmmEm.^m 

[0 0 1 5] i:cDii5)<il3cD5g03fcJ:n{i\ '>^<i:t 
'^(Om^THdV XAicm-^^^XB^^itt^ CiitLtc 
[0 0 1 6] f/c. fS5RS4<05gB^{C^^1f?fiI2^SS 40 

/ N -y 11 mmm^m^ t^icmmu mEe^mt^m . 
fii*m^«oBg^r7i/3 u XA{ca-isi^TBg^{k-r ^ c t 

[0 0 1 7] i:oW^S4£DfgB^(cJ;n(i\ «^r-^f 
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n^mmm ltcb m^m. ^f- ^ iBii{£ s fc ct ifm^ 

X- ^ 6. ^ 5 ISIiEf-- ^ 7 D -y ic West N -y V a 
m^W^ L . L N -y •> a fiI>&mS<DBg^ 7 Jl d 'J 
XAfcStJi^TBg-^fk-r C i: i: Lrz(DX\ /N-y '>afi 

[0 0 1 8] sfc. mMmscomMic^MnmnEmmm 

ti. SulBBg^fk^lSti, l^F^mBg^?S<DBg^7;Urf'JX 

ISJCi OSSSn/c/N-y v'afl^grBl^ffrsc <l;^!f$m 

[0 0 19] CCDil^S5£0f|B§{Ccl:nii\ i>lli|Bg^ 
^ cDBi-^ 7 71/ ri" i; X A t3 i ypirSOifrB^II (cS-i^' l ^ T/ n 

«y i^^m^mmtt^c 1 1 Ltz(DX\ ^^[zmmmm. 

[0 0 2 0] Sfc. HSjR«6(735gB^(Cf^5tifSKiSgS 
ii. HulBIEil¥l5{i. iiiiB'MISIB$S^«f*^#-b^^<D- 

[0 02 1] c(Dmm\6(Dmiiz^tn£. mwmm 

lci^.UEmB^^U^(Oi,cot^^^ct^j:<. 
[0 0 2 2] ffc. l8jRrS7<Df|B^{c^S1f^lBi5^l 
m^*^T-^;S:l>iilBacD'ISIStB^m-T'Si. il t^^W. 

[0 0 2 3] c(omiRm7(DnmizMi. mmtEmm 
mt. «^x-^«DS'ijii%t3cfca?st}^x7b^T-t^v^iitB 
m(DmmEmmwt Ltz<Dx\ «^r-^fccfcOTiif 

[0 0 2 4] Sfc, ISjR]S8<7)fgB^{cO^StifBIBiSSE 

ti. mtEm&mm. m.=?-7'-'^^tEULrzmmmu 
w\zm^<DU^mmmmzm'2\^^xmzrjim&mmm 

^ L^ciT^c*^tiE1tfSi:fluIB1f fSSB^<®i*fctB 

[0 0 2 5] CcDI|3)?Ja 8 OfgB^tC J; nti\ «?x-^ 
^iBgL/i'l|g|Bi3!fti»{ciI^«<«i*sg{9]'IS$fi{cS-:Ji,> 
TiTfc:*^!iE1f$fi«:i[SL. gtSUfcfffc^^lItlili: 

■If $SIBil^i<*(-HBii Lfclgfltf $B t ^irtlS iSo^A^- 

So 
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[0 0 2 6] ttz. m:Rm9(omnic^.?>mmmmm 
mzm^cDmwmmmmzm-^^ ^Ttf /c n >y a 

W^L. t fc/ N -y a ft i: MilBlf fStB®^«<*{cie® 

L fclfMffi^Sr'fl^ L /c/N >y i> a fi ^ ^tt^ L T, M# 

[00 2 7] c(DmiRm9<D^mic^tni. s^x-^ 

Tfl/C ^C/ N 7 a ffi^W^ L . »^ L /cm -y a fi 1 1« 
[0 0 2 8] $/c. IIaR^ 1 0(DI|B^{Ct^§'|f$fiEI8g 

[0 0 2 9] ccomMmi o<Dmmc^nii. 

[0 0 3 0] $fc. tmrn 1 1 (D^micm^MiE^m.m 

[00 3 1] colitis 1 1 «Ol|B^{cJ:ntf, 

ht^X'^^o 

[0 0 3 2] Sfc. ffi'Ml 2«?eB;j(cf2S5iUlEtt1^iE 
?.tii/^lieiS!«<*tc|il^ifcDj!K<*;ii1E)JiJtiP RiTAL'©StB#^ 



(5) iNJF^ 2 0 0 0 - 2 8 6 8 3 9 

8 

[0 0 3 3] CCDll^JS 1 2£DfgB^ICj;tXti\ 'l^f^- 

m^mmm trcBmrni t icm-:s^'xmimmmm 
[0 0 3 4] ^fc. mw.mi 3(DmMici^^MiEiimi 

^i^7)l:SVXL.icm-:Si^X^imtt^!it^WMtt 

[0 0 3 5] Z.<om^^ 1 3c05gB^{C<tn«\ '>^:< 

■If f B*5 ct I>"ltHt#gA^S+B# L fc B Bf tPf $S^#tyx- ^ ^ 
m^(DBi^7;Uri U XAlcS-it^TBg^fht S c i: i: L 

rccDT\ F^^iItg?B<o5^^^'^^^f<D^iE?:ls^±■r5^: 

20 T't^c 

[0 0 3 6] S/c. HWil 'ltD5£BJJ(i:<15KIEmiiE 

s tii/f S3Biift«i*ic mnmmmm. mmmmm 

IfBt t fc B B#1f fS. x- ^ IBiSfiH feet t/m^ r- ;!)^ 
IgliEr- :^ a ^ {c jhtJCf ?. / n a m^n% 
L , ^ nfc/ N -y i/ a ffl^RlT^(7)Bi^ 7 ;U 3 U XA 

s-^v ^TBg^^t•r 5 c t ^!f$^ -r 
[0 0 3 7] z.mm^ 1 4 o5iB«!c m=^T- 

30 stBt?iaAWLfcBB$it$s^ "r—^tm^m^iixsn. 

^ 5 ISlEx- ^-fu-j'p {c Wf^-T 5 / n 'y 
a L. »^ L /cm -y a {fi^m^OBg^T;!/ 

[0 0 3 8] $/c. I«5)<:il 5(D§ianicmniE^mi. 

40 [ 0 0 3 9 ] C <0IS*]S 1 5 (D^miZ cfc nff. l^F/SHBg 

/N-y ->affi^Bi^jki-§ ^ i: t Lrc<DX\ n^icmiim 
[0 0 4 0] S/-C, m^mi 6<Dmatci^.^miE^mi 

[0 0 4 1 ] ncowmmi ecommc^rm. i^^mm 
50 < ^mmmm:mirr^c 1 1 trzoyx. mmm^ 
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[0 0 4 2] 7(Dmmz%mm^mm 
[0 0 4 3] cmmmi KDmnic^nii. mmim 
[0 0 4 4] $/c. tm^i 8(DmMicmMm^^M. 

[0 0 4 5] ^mmmi 8(D-mmcitn£. 
»f-r5 c i: i: L/ccDT:\ mm\m(D'\mmm{^o c t 

[0 0 4 6] Sfc. liSi?® 1 9®f603{C0^5XlEtt1^tI 
L fcigfllf $g^«-^ L /cm -y v' i ffl i: ^JrtlSi U 

[0 0 4 7] ^mmmi 9oi§0^{cj;n(i\ «?-r- 
mmmumctm l tz.mm.\m^'<&^ l r^/ n >y i/ a fi 

[0 0 4 8] *fc. iisR^Z OcD56BgtCf^§SlE14<^II 
F«1il^fflV>TftutBt»fSIB®5«f*tciBilLfcSliEt«$fi^a 



(6) 1#F*^ 2 0 0 0 - 2 8 6 8 3 9 
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[0 0 4 9] C(DISiRJS2 OeOfga^lCinif. l>F;fli|Bg 

ts^iBii^Stt^fcifiii L/ci>rffiii%ffli>TitMBis«« 

fttcfBiS t /ciMtS$R*ffl^-r § d i: L /cOT\ 
[0 0 5 0] Sfc, lijRaz 1 «f|B^iC^SsB®<S{f* 

tdieii^JSi 1 ~2 o©i^-rn*^-o(ciBK?nrc 

niCioT, ISJRIRI 1 ~2 OcOBjf'^^nyifa-^tc 
[0 0 51] 

[l|B^®5l)5i§<omi] JXTtC}i{tliiffi5:#P.SLT, CCD 
fgB^fc^Slflfiie^SS. 1f$SfBII:^ai3J:i;^co>^a 
^ n y t! a - ^ tc^ff $ -y-^ y n i^"^ A^fBiS L fc n y 

e a - ^St^^ffi 0 "itg*iBiS(if*iD»ii^^j!SB£Dmi* 

Si: LTC D-R K7-r:^^ffl^^/■ci§^^^:o^^Tii{^f]■r 
20 So 

[0 0 5 2] 0 1 ti, *-Ji2JSScDff^(iTfl)l-iSffiffillBJSiS 

B£DgaM^^^-r^Hg7p<y^giT-^s„ nucifx-r 

tralSflBiiSH 0 0{±, CD-R;>{r-)'7 1 1 OOPM 
A (Program Memory Area ) 1 1 0 a (C|Bi5 L/fc;><-r -i' 

I D*5<}:D*-r^'X^ I D) Mmcm^^7'-:5'C0$fesl7 H 

l^Tlffi^o ct !>' B WS?S^i:So"^^T -y -fe— >"iSII^ 
^ L . L fc ^ -y -t - X- ^ 1 1 1 tc 

CD-R^tV71 1 0{c|BSS-rsci:{cj:0. CD- 
30 R ^ r 7 {cIBiS L /itt^ r- <DliEM;':^ilf44)fc: t O 

[0 0 5 3] iRilllfC^-r J; 9 {C, c ®it?gse^^i 1 0 
Oti, CD-R^r^-f'7K^^ffitg|5l 0 I i:, rtgU^-r 
V 1 0 2 i:, Bg^aiBiS3l2 1 0 3 / -y-t— >*igll? 
ftfiggP 1 0 4 i:. $iJiig|5 1 0 5 tts^hfj.^. 
[0 0 5 4] C D-R^rV7M5^ffitg|5l 0 1 (i. C 
D-R^'7-V7 1 1 OfcWr5®?T'-^<Offit3i* 

CD-Ryf-V71 1 0*^C)COa^T"-^CDS?*^(il 
ti:^*5C^:^5!liig|5T'$>So CCDC D-Rp<Ti'70! 
40 *i«tgPl 0 Hi. C D-R;>(-r-('7 1 1 Ofc^LT^ 

D - R ^ -fV 7 1 10 tcS 7--:$? ^^iJH^-r 

[0 0 5 5] nm-C^ 1 0 2Ji, BB#1fffi«:^^ftl!S 

tfli(Lfc0B#'ltii%ffJiiaig|5l 0 5/)>C)OS5)<fClSi; 
■Tp< -y -tr-i^'iSEgP 1 0 4 tsJcWdBigR 1 0 5 ti:m:^-r 

[0 0 5 6] Bff !|g|fiBtS('fI5 1 0 3 {i. H;^''!;-7;U3 'J 

fc5^fc:>-r ?>iMcDBg^si^fBts-r§iB'basf5T-^ r^t 

50 ;^{S'DE S (Data Encryption Standard) Bi;;ii^;& i:(7:)lii| 
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SA (Rivest-Shamir-Adieman ) Hi^% ifC01^r?flliH|^ 

[0 0 5 7] ccD^i§^m.B]SM 1 odicmmt^ 

fe-So 10 
[0 0 5 8] p< -yfe-i^lSilE^itfiJtgP 1 0 4 (±, m^f-' 
-^ii:tfcCD-R/7="-f 7 1 1 OfcStiity/i*© 

S^gP 10 4a i:B|^{t«aSgl5 104b t^^t^o 
[0 0 5 9] CCT. CCDM«yS/affig^g|5l 0 4 a 
CD-R^rV71 1 0{ClEi|-r5«?x-^t. 

a;(T rHggEf-*-^'7D-y^'j i^m^o ) tc. sha- 

1 ^MD 5^i:i0pJT^(O/N-y>'i7;l':3"';XA^jifflb 20 

[0 0 6 0] Sfc. B|#{k®Sgl5 1 0 4 bli. Bl^ilfB 

tf.l?|5l 0 3tC|StSLfcflg"fil%ffll.^T, ^^•yv/a^lllm' 
g|5l 0 4 attm^tfc/^-y iy a.imcp^r^(0'i§^7 )ldV 

^7;l/rj'JXAi:LT{i. D E SBg^^^tDlifflBg^^ 
R S A;5:ifOd.^P^»g^lS«:Mffl-r5 C i:6":T*t 

[00 6 1] sir#gi3 1 0 5 {±. tfisieii^B i o o©^ 

f*?|iJia)^i3 crjio Wm^Th D^CD-R^r-1'711 30 

0 {cS?x-^^ie§iT§^^(cti. ±Ep< <y -tr-i/"!!! 
liE?ft^g(5 1 0 4 ^fflv>Tft^Lfc;>< •y-t:->>'|g|iE?^ 
m?^x-^'i:i:t(i:CD-R^x-f7 1 l OfctS^fi-T 

^fc. -TTiCC D-R/xV7 1 1 OicS^f^-^ 

[00 6 2] i^tc. la 1 tc^x-rif $Bie^gB i o o a^c 

D-R^f-V7 1 0 0^«^f=-^;Srieil-r5f--^tB 
SBl 0 0*^CD-Ryr<'7l 1 OfclEafStSgJx 40 
[0 0 6 3] mztc^fct^fi:, )i?itcDC 

7{i. ^f^jcie^-r€,«^x-c5?2 0 1 "to^m^T-' 
-^20 1 icmt>^mmmm^?d,mt^-*)-y::i- k 2 o 

•<t:/n-K2 0 2ic{i. 7FUX. n tf-t»IS*3J;t; h 
7 7 -y i7 ^ T'^ if;S:tBii-r 5^1« i: 2 0 3 

[0 0 6 4] ccDtzib. c(D§^Bmcm^^mmBimmm 

1 0 0 Vii. ^ >y -b-e/'P^IE^ftfiicgP 1 0 4 ^^■f'^fiJt Lfc 50 
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)^ -y-b— >'ISII?2 0 3 a CcDp' •yt-i'*|gIiE? 2 

0 3 a OfMBftc:ffll^fcBB#ftfS2 0 3 b t^lM^m 

[0 0 6 5] z(r>mmm^m\ OQX' 

(i, CD-R^7-V71 1 Oc011WcO'|f^^fflt/>Tf'^fiK 
Lfc^ 7 •t-v'ISliE? 2 0 3 a ^Ig^r-^ 2 0 I t i: 
^.(CCD-R^f-V7 1 \ O^L^^t^ZttLtzCO 

x\ m?t"-^ 2 0 1 otm-h^mth^^ttn'^^o 

[0 0 6 6] :^tc, m\ ic.T^f ^ •y't-i/mM.=?-{W\'> 

1 0 4{c<i:§^-ytr-v'SgliE^c73ftfiicffitt;tcoi>TI!:(* 

Rga5 1 0 4 tC •yt-i/'K!II?©ftfi)c«l^.^^-rill 

[0 0 6 7] mz^t^^-^-XolC. 3b^*^5;^-y-t-->"igtiE 
?ft^g|5 1 0 4 T'ti. C D-R?<x-i'7 1 1 0(7)PMA 
1 1 0 a{CsB®L/c^-rV7lilfi-cO-<y^"- I D 3 0 
K F^-fyi D 3 0 2:tei:Df-rV7,^ I D3 0 3i:. 
ftgl7 F U;^ 3 0 4 *3 J; y'BBf tS$R 3 0 5 t ^m.=rT- 
9 3 0 6{CftilOLfc;^,1Ix-^ya y^{cmXi-CD/\>y-> 
a7;l/=fUXA^)gffiLTM-y->ifi-3 0 7^S[^L. 
Bg-^SI.!2tia3l5 1 0 3li:EtiLfcai;f ii!-g|3 0 SfcctU'Rir^ii^ 
©B|^7;I/rruXA^ffll^T/N'yi/afi3 0 7^Dg^{t 
LT^ •y-t-v>lSffi?3 0 g^&ftfitt-rSo 
[0068]/ctx.tf. RSAjS: if ©i>Pff1SiBg^3^;&ffl 
t/^-Sif^tcti. Bg^msiigP 1 0 3^cyv-^''^-h4^- 
^iB1iLTfct. C<?D7'^-r'^-F+-3&fflt^T''N-yi/ 
affl3 0 7>g:Bt^fl:-r§Ci:{C^5o :S:4o. COif^O^ 
/^yu -y^^-ti. CD-R^rV71 1 0±(clB1gL 
Tt;b^$b^l\ i^F«1Bg^2^(i, /^yu-y^^-A^By 
V'f'^- F+-%JltijT't^V^Bg^?^fc*^bT'^5o 
[0 0 6 9] C£D<t-5{C, CcD^-y-t-v^'IgsiE^ft^gfS 
1 0 4T{±. ji#CD-R F71'XA"'C D-R;^f-V7 
1 1 05r7*-V-y FL/c:Bf,rST'£^-rfitiitrPMA 1 
1 0 a A^Pjffijff L/i^f-V7ISI^cO--<>'^"- 1 D3 0 
K F5'f':7l D3 0 2*5j;D-"xVX^ 1 D3 0 3*if 

S-i>l/ ^ T y >y -t - i>lgSiE? 3 0 9 ^ fl5fi)t U T 1/ ^ -§> 
i6. *^3b^5 y -y -fe— >'^II^ 309{Cj:t)CD-R^<'r 
-i'71 1 Ofi-jifCiff^T'^So ^(Dtztb. CD-R;>< 
rV 7tiSF^Tll?f='- ^ A^gp^^^a^ $ nfclf^T'S o 
Tfe, C<D^-yt-S^'|giiE^3 0 9^ffli/^T«?^f-^ 

[0 0 7 0] %*3. PMA 1 1 0 alClBI|$n/c-^y^^" 
-ID3 0K F^-TT" 1 D 3 0 243J:t/xVx^' 1 D 
3 0 3AV S?T-:S'^tB®-r5CD-R?«r-i'7<Dt 

^--^yp.y^j-^ -(73^^<^_ I £)3 0 K F-^'fr 
I D 3 0 2*5J:tfr'i'X^ 1 D 3 0 s^jiAn-TSc i:tc 

[00 7 1 ] ^{C. C<D>< •y-b-v^iiHE^^JHi/^/cVli^ 
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m 1 izfntmms^ i o 5 ic^^^^-yt-iyim^^m' 

iSil? i: i: t {C C D - R p{ T-V 7 fc^giffi? nr I ^5 CD 

[0 0 7 2] m4icfnt^^ic. mmmmmmi 00 

ttmWiC. CD-R^x^'T 1 1 OiDPDA 1 1 

0 a*^5)^>^"- I D, K^-r:;^ 1 D*3<j;t>f-VX^ 1 
D^^*)tiiL iXT-'y^S 40 1). m'Mt^m'?9'- 

■To 

[0 0 7 3] ^bXs m?-r-^> ^y-^r- I D. K-7 

->ifI%W^L (XX77°S 4 0 2) . CCD/N'yv'afI 
4 0 3) o 

[00 7 4] ^£0f^, L ^ -v -t-i^'mm^ tCD 
-Ry^T-rTl 1 0(D-9-:/:3-Fg!5{cfBiSLfc><-yb- 

iymm'Ft^aML (xx-v^s 4 o 4) . i^^A^-a 

•rS^B-fCti (Xf--y7'S 4 0 5#^) , m^T-'^'ff 
MitT&^tOt^b (Xx-yT'S 4 0 6). -ISiL 
^l^if^tCli (Xf--y7'S 4 0 5S^) . S^f"-^*^ 
KttcotOTti^l^t^iM-ri. Uv^-yys 4 0 7) „ 
[0 0 7 5] Z<D^olC. 1?^7-*-^'CDSiEtt^^liE-r 

MAI 1 0 atCieiiLfc-^y^*- 1 D*if^ffll^T;<-y 
•t - '>'^iiE?^f^fi!c L > {'^^ L fc ^ -y -b - ->'|g|iE?% C 
D-R^f-V7 1 1 0<DV7=J-h'mcmmbrz:^yt 

[0 0 7 6] ^fc. ^^r-^cDSEtt^jtfl-rS^^ 

«?x-^^EiS-ri.ti^i:f5iii{c^ ■y-t-v-'lg 

SCttT'tSo Bi^ft®IIg|5I 04 b*'ii>r«1l| 

Bg^^cD7;l/ri yXA%lffflUri/^§^^(cW. C D- 
R^X'r'7 1 1 OlzMmLrc'jimm^m^'T^yb-z^ 

[0 0 7 7] ±Kl5LTt/cJ;9{c, *^SS£OmT{i. 

;<-r'i' 7@WiD^f-"i' 7iSgim$Btca-d't/^T;'< -yb— >" 
IKIiE^^f'^Rg L . ftfiic b /c: ;>< -y -b - i^lSliE^^^^T'- 

^ ^ i: t fiess-r 5 ct 9 L fc o-e. fi^cD ^ 7 ic 
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> 6 ui^a ^ n s ^ f^v 7 is^co p M A ^^gi:-r i. 

C i:{i:T-^;5:l^fci6, ^ •y-b-i^'ISII^lC.t-i.lI^r- 
[0 0 7 8] S/i, ^X'C7^Sim$fi/-fltT'{i^:< aft 
fccDT\ fc i ^ p< X ^ 7IS»Jffi#BA"iIE L C D - R r 

[0 0 7 9] :&4b\ CC-ri±.«-r'XtCi;(i. *^JScD 

^.cDT'feoT, /^y^7-y7'cof'^/S^S^LTl^^iDT' 
(i^i>i:i/^9;Stc^i.o ^^A^Dto/^-y ^7•y7';^rV 
7^^M tfclf^fcti, ^^^A^S ^ •y-b-'>'IgIiEi^<D 
g^{ii:n*i/^A'!. c © c i: fcj;o TIE -5 (c®?r 

[ 0 0 8 0 ] S t 5 i: . C tOtiiiffiffiiS^i'S} 10 0^ 
20 ffll/^TH^OC D-R^rV 7i;fSlL;F«>lS^|#O^JgSi:2r 
i'ffiSt L/ci/^tg-a-feii. iffi'/ii'to^Hlfii: ifijtjiic lt C D - R 
>J'r'i'7^^¥-rn{fS'3?)©T'^?,o r^is. ccoii^ 
{cr4'^T«®IE^14^1^|ffiT' 1 5 J; 3 (c. -y-r^zi- 
Kg|5}C^f-V7iS)3iJtf$B I D. Y^^y I D 

fcctifx-cx^ 1 D) mimt^ct^xt. tOtM-^ 

[00 81] ±BMmmmxi,i. t^xco-^^ 

m<o-t ^^z'tizpf y-t-i/mm^^imt^c fix 
ti.o c(om^iai. i^-t^^i^(D?(yii-i/mm=?'x 

^ •y-b-i>iSiiE?*3S^-rsi^tc(i^S3&-b^ ^ 
^'-©ffi?T'-^;& 1 •DOWff—S'tLXIe.tiib^-jd'^ 

[0 0 8 2] 

40 i^mwrnmicm-^i^xisMmn^w^L. w^brctm 
■If $R^MtEm?x-^ t fLicmmMimiMmcimL. 
mmmmmam-sntzmmmncm'^^'xmi'T'- 

mmstDmm'^^ji-^ntc^^X'hoxt,. m^'f—SKo 
MiEii^mit^ c tij^X'^^fmt^mmmtm'^n^ 

[0 0 8 3] ^tz. m^m^ommic^tni. s^x- 
50 -rscfc^tiWLfco-e. £^^^fi!f^iiiM^mcmf)^fs 
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[00 8 4] tfc, mMm3(D^Bmcxrn£. 'prs<t 

[0 0 8 5] ttz. m^mACO^BMlC^tlli. a?f-- 10 

[0 0 8 6] $/c. li^sscDfgB^tcintf, 'jimm^u 

[0 0 8 7] S/c. WM6(r)5gB/j(cJ;n{i\ tiMBBiS 
[0 0 8 8] $fc. W5R«7<Df§^{C<}:ntf. tf^lBSJ 

[0 0 8 9] $fc. iijR^s^DffB^tCctnfi; m^r- 

L ^ 1/ ^:^^tc ti ^ -C- « * I > i: f ij 
i: ^ < < tt^x- ^ ©KlEtt^^tiE-r u t ^^r- 

[0 0 9 0] sfc, m^m9(D^B^ic^rni. 

^ iom^kV ti* I ^ W»fr 5 9 IgfiJc L /CCD / ^ y 
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[0 0 9 1] s/c. tmm \ ocojgB^iCckntf, i« 
mcnmLrcmtmm^m^t^j;:omis.LrccDX\ 
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C % t)nfc43^T'$.o T t , f AX ^ y yji: J: 0 vil 
[0 0 9 4] ^fz. m^m\ 3<D^BMlC^!ni£s '>^< 
^P/T^<Dflg^7;l/n"'J XAJcScJl^TBt^fk-Ti).}; 9fi5 

■So 

[0 0 9 5] tfz. mmm \ 4(D^micxtn£. i^f-' 

-r- ^ *^ b § mi-T- ^ 7d ^7 (CjhffSt- i)M 7 

zi■•JXA(car5^^TBg^^[:•r5J;9^Sfi!^Lfc^0•^;^ ^.y 
i^affii: |/^ 9 -ocoiiH^ffli^TKIEtt^t^lI-r § c 
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[0 10 0] ttc. mMmi 9(o^5mc^tni. m^Ff 

- ^ A^lttt T ^ 1/ ^ i: fiJir-r § ct 9 Itfffig L /i (D T\ / N -y 
-> a ffi i: V ^ 9 Jitf I ^ ra^^ < T - ^ 
^^li-r ^ C i: 5 KIE'lS l^liET^ SA^tf 6 tx 5 i: i ^ 

[0 10 1] S/c. fijRiHZ 0cD5gB^(cj;n(f« i^r^^ 

[0 10 2] tfc. iijRS2 1 <DnBnicm?>Bimw 
a. mtm^m\ 1 ~2 ooi/^-rn*^— QfcisK^n^c 

>^)4 % 3 y e a {cuff ^-y:^ y D A^IBSI L /c 
nfCfcoT, WaRSI 1~2 0(Ol!l{t^3>t!a-i^(C 
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